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1. Introduction

Brockwood Park School recognises the benefits and opportunities which new technologies
offer to teaching and learning. We provide internet access to all students and staff, and
encourage the use of computers in both teaching and learning. Any user of the school IT
system must adhere to the Acceptable Use Agreement. However, the accessibility and global
nature of the internet and mobile phone technology mean that we are also aware of potential
risks and challenges associated with such use. Our approach is to implement appropriate
safeguards within the school while supporting staff and learners to identify and manage risks
independently and with confidence. We believe this can be achieved through a combination
of security measures, training, guidance and implementation of our policies and IT education
for students. In furtherance of our duty to safeguard students, we will do all that we can to
enable our students and staff to stay e-safe and to satisfy our wider duty of care.

2. Aims and Objectives

The school aims to have an effective approach to online safety to safeguard everyone from
potentially harmful and inappropriate online material. And to educate students and staff in
their use of technology and establishes mechanisms to identify, intervene in, and escalate any
concerns where appropriate.

The aims of this policy are:
e safeguard and protect all members of the school online

e identify approaches to educate and raise awareness of online safety throughout the
school

e enable staff and students to work safely and responsibly and to maintain professional
standards and practice when using technology; and

e identify clear procedures to use when responding to digital safety concerns.

Brockwood Park School recognises that the breadth of risk within online safety is
considerable and ever evolving, but can be categorised into four areas of risk as per the latest
KCSIE September 2023:

e Content — being exposed to illegal, inappropriate or harmful content, such as
pornography, fake news, racism, misogyny, self-harm, suicide, antisemitism,
radicalisation and extremism

e Contact — being subjected to harmful online interaction with other users, such as peer-
to-peer pressure, commercial advertising and adults posing as children or young adults
with the intention to groom or exploit them for sexual, criminal, financial or other
purposes

e Conduct — personal online behaviour that increases the likelihood of, or causes, harm,
such as making, sending and receiving explicit images (e.g. consensual and non-
consensual sharing of nudes and semi-nudes and/or pornography), sharing other
explicit images and online bullying; and
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e Commerce —risks such as online gambling, inappropriate advertising, phishing and/or
financial scams

3. Scope

The policy applies to all members of the school community who have access to the IT system,
both on the premises and remotely. The e-Safety Policy applies to all use of the internet and
forms of electronic communication such as e-mail, mobile phones and social media sites. The
impact of the policy will be monitored regularly with a full review being carried out at least
once a year. The policy will also be reconsidered where major concerns are raised or where
an e-safety incident has been recorded.

4. Role and Responsibilities

Trustees
The Trustees have overall responsibility for monitoring this policy and holding the DSL to
account for its implementation.

They make sure they are up to date with the DfE filtering and monitoring standards, and
discuss with relevant staff to ensure the school meet those standards which include:
e ldentifying and assigning roles and responsibilities to manage filtering and monitoring
systems;
e Reviewing filtering and monitoring provisions at least annually;
e Blocking harmful and inappropriate content without unreasonably impacting teaching
and learning;
e Having effective monitoring strategies in place that meet their safeguarding needs.

The Trustees will:

e Ensure children are taught how to keep themselves and others safe, including keeping
safe online.

e Make sure all staff undergo online safety training as part of child protection and
safeguarding training, and that staff understand their expectations, roles and
responsibilities around filtering and monitoring.

e Make sure that all staff receive regular online safety updates (via email, training or
staff meetings), as required and at least annually, to ensure they are continually
provided with the relevant skills and knowledge to effectively safeguard children.

e Discuss with the School Management Committee which includes the designated
safeguarding lead (DSL) online safety, requirements for training, and monitor online
safety logs during each Trustee meeting. This include checking that the school has
appropriate filtering and monitoring systems in place on school devices and school
networks, and will regularly review their effectiveness.
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Co-Chairs

Brockwood Park School is run by a management committee, currently consisting of the
following four members: Kate Power, Mina Masoumian, Thomas Lehmann and Tom Power.
The School Management Committee (SMC) is overseen and coordinator by two Co-Chairs:
Mina Masoumian and Thomas Lehmann. The SMC fulfils the role of a Principal/Headteacher
in the school. From the safeguarding perspective and for any reference made to
Principal/Headteacher in the standards and KCSIE (Keeping Children Safe in Education), this
role is fulfilled by the Co-Chairs. One of the Co-Chairs is the DSL.

The Co-Chairs (one of whom is a DSL) are responsible for ensuring that staff understand this
policy, and that it is being implemented consistently throughout the school.

Designated Safeguarding Lead (DSL)

Details of the school’s DSL and DDSLs are set out in our Child Protection and Safeguarding
Policy, as well as relevant job descriptions. The School’s DSL is one of the Co-Chairs of the
School Management Committee.

The DSL takes lead responsibility for online safety in school, in particular:

e Working closely with the other Co-Chair to ensure that staff understand this policy
and that it is being implemented consistently throughout the school

e Working with the other Co-Chair and with the Trustees to review this policy annually
and ensure the procedures and implementation are updated and reviewed regularly

e Taking the lead on understanding the filtering and monitoring systems and processes
in place on school devices and school networks

e Working with the IT Administrator to make sure the appropriate systems and
processes are in place

e Working with the pastoral team, IT Administrator and other staff, as necessary, to
address any online safety issues or incidents

e Managing all online safety issues and incidents in line with the school’s Child
Protection and Safeguarding Policy

e Ensuring that any online safety incidents, depending on the incidents, are either logged
in the online safety incident log or in the pastoral records and are dealt with
appropriately in line with this school’s safeguarding policy and procedures

e Ensuring that any incidents of cyber-bullying are logged as a pastoral record and dealt
with appropriately in line with the Behaviour of Students and Anti-Bullying Policies.

e Working closely with the IT Administrator to update and deliver staff training on
online safety

e Liaising with other agencies and/or external services if necessary

e Providing regular reports on online safety in school to the other Co-Chair and other
members of School Management Committee

e Undertaking annual risk assessments that consider and reflect the risks children face
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Including online safety in regular safeguarding and child protection updates given to
all staff, at least annually, in order to continue to provide them with relevant skills and
knowledge to safeguard effectively

Including online safety in regular safeguarding updates given to Trustees in each
Trustee Meeting (three times a year)

IT Administrator
The IT Administrator is responsible for:

Putting in place an appropriate level of security protection procedures, such as filtering
and monitoring systems on school devices and school networks, which are reviewed
and updated at least annually to assess effectiveness and ensure students are kept safe
from potentially harmful and inappropriate content and contact online while at school,
including terrorist and extremist material

Ensuring that the school’s ICT systems are secure and protected against viruses and
malware, and that such safety mechanisms are updated regularly

Conducting a full security check and monitoring the school’s ICT systems on a
fortnightly basis

Blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files

Ensuring that any online safety incidents are logged and dealt with appropriately in
line with this policy

Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with
the school behaviour policy

All staff and volunteers

All staff, including contractors and agency staff, and volunteers are responsible for:

Maintaining an understanding of this policy

Implementing this policy consistently

Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and
the internet as stated in the Staff Code of Conduct (Use of IT including social media)
and ensuring that students follow the school’s terms on acceptable use as stated in the
ICT Acceptable Use Student Agreement 2023-24.

Knowing that the DSL is responsible for the filtering and monitoring systems and
processes, and being aware of how to report any incidents of those systems or
processes failing by completing the Safeguarding Concern Form available in the
school (this form is an appendix to our safeguarding and copies of this form can be
found in the Reception of Brockwood, Pastoral Office at Brockwood, the staff office
at Inwoods or can be obtained from the DSL).

Following the correct procedures by seeking permission from the DSL or one of the
Co-Chairs if they need to bypass the filtering and monitoring systems for educational
purposes
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e Working with the DSL to ensure that any online safety incidents are logged and dealt
with appropriately in line with this policy

e Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with
the school behaviour policy

e Responding appropriately to all reports and concerns about sexual violence and/or
harassment, both online and offline, and maintaining an attitude of ‘it could happen
here’

5. E-Safety Education

Students are taught about online safety as part of the school’s PSHE programme; below are
some of the points covered:

e Understand a range of ways to use technology safely, respectfully, responsibly and
securely, including protecting their online identity and privacy

e Recognise inappropriate content, contact and conduct, and know how to report
concerns

e Tounderstand how changes in technology affect safety, including new ways to protect
their online privacy and identity

e How to report a range of concerns

e Their rights, responsibilities and opportunities online, including that the same
expectations of behaviour apply in all contexts, including online

e About online risks including any material someone provides to another has the
potential to be shared online and the difficulty of removing potentially compromising
material placed online:

e Not to provide material to others that they would not want shared further and not to
share personal material which is sent to them

e What to do and where to get support to report material or manage issues online

e The impact of viewing harmful content and being subject to harmful interaction with
other uses

e That specifically sexually explicit material (e.g. pornography) presents a distorted
picture of sexual behaviours, can damage the way people see themselves in relation to
others and negatively affect how they behave towards sexual partners

e That sharing and viewing indecent images of children (including those created by
children) is a criminal offence that carries severe penalties including jail

e How information and data is generated, collected, shared and used online

e How to identify harmful behaviours online (including bullying, abuse or harassment)
and how to report, or find support, if they have been affected by those behaviours

e How people can actively communicate and recognise consent from others, including
sexual consent, and how and when consent can be withdrawn (in all contexts,
including online)

e Importance of using strong passwords so as to prevent their accounts from being
compromised. Awareness around MFA (Multi Factor Authentication) to prevent
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unauthorized access. Understand the risk involved in using Public WIFI spots where
security and encryption is not guaranteed. Emails requesting details of passwords
(especially for sensitive information such as bank details) are certainly ‘phishing’ and
should be deleted and/or reported to the organisation from which they purport to come.

e Importance of understanding the addictive nature of technology and its impact on
attention spans and health.

e Understanding the impact of social media

e Impact of using Dark Net

e Impact of online gaming

The school endeavours to develop critical thinking skills so that students feel empowered to
evaluate the reliability and purpose of information online, rather than accepting everything at
face value. This will involve asking questions, checking a variety of sources, researching the
origins of information and forming their own opinions and judgements. Although the school
does not specifically ban Al powered programs like ChatGPT we endeavour to make students
aware of the advantages and disadvantages of using such programs.

6. Cyber-bullying

Please refer to the school’s Anti-Bullying Policy.

7. Security and Management of Information Systems

We take appropriate steps to ensure the security of our information systems, including:

e Providing encryption functionality for staff for personal data sent over the internet or
taken off site (such as via portable media storage) or access via appropriate secure
remote access systems

e Not using portable media without specific permission; portable media can be checked
by staff using an antivirus/malware scan before use

e Configuring the ICT estate to prevent the downloading of unapproved software to
work devices or opening unfamiliar email attachments

e Implementing anti-virus and anti-spam systems on our email system

e Virus protection being updated regularly

e The ability to check files held on our network as required

e The appropriate use of user logins, passwords and best security practices such as
multi-factor authentication to access our network.

e All users are asked and expected to log off or lock their screens/devices if systems are
unattended.

e Specific user logins and passwords enforced for all

e Applying appropriate access for staff to data stored on School systems.
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Reducing online risks
Due to the global and connected nature of the internet, it is not possible to guarantee that
unsuitable material cannot be accessed via the School’s computers or devices. However, the
school:
e regularly review the methods and tools used to identify, assess and minimise online
risks
e examine emerging technologies for educational benefit and undertake appropriate risk
assessments before use in the school is permitted
e ensure that appropriate filtering and monitoring is in place and take all reasonable
precautions to ensure that users can only access appropriate material

Filtering

Level of internet access are adjusted according to time of day and to allow for greater freedom
when browsing outside of class time and during the weekends. The school uses firewall
devices from Untangle (part of Arista Networks) to implement filtering and protect the
Schools’ network from cyber threats. Filtering is done on the basis of content, URL keywords
and category. The categories are updated by the Provider in conjunction with BrightCloud.
Internet filtering categories (which define what sites and services are allowed or blocked) are
reviewed by the School Management Team, including DSL, and the IT Administrator. They
have consideration to the DFE and other regulatory guidance. These are reviewed annually
before the start of each academic year and in consultation with the provider. Or if our
monitoring system suggests that there are any gaps in our filtering categories.

Monitoring
Monitoring is done at different levels:

e Physical where the staff members monitor use of computers during specific days and
timings. Students are required to mention the time and place where they will be using
a device in the school.

e The School uses Classroom Cloud for monitoring. All the school devices and students’
laptop that are used on the school site using the school network, have this software
installed. The phrase matching functionality of this software provides insight into and
alerts for any activity by a student that might suggest they are at risk. The school has
reviewed these phrases and adjusted the priority levels to match the school’s
safeguarding needs. The Pastoral Team and DSL and DDSLs review the phrase
matches produce by Classroom Cloud once a week. DSL is informed of any
safeguarding matters that arises from this review quickly. The DSL receives email
alerts of any urgent phrase matches and review and actions them within a day.

e The school uses the Gsuite Mobile Device Management Policy to ensure that all
Mobile devices are monitored and students are required to download the policy to
ensure data protection. The software also provides wide ranging reports on bandwidth
usage and details of which sites and hosts were flagged or blocked along with the date
and time.



KRISHNAMURTI FOUNDATION TRUST LTD

e Parents at Brockwood are informed via our Use of ICT Mobile Phones and Electronic
Devices Policy to cooperate and install a content filtering app on their child’s devices
to make sure no inappropriate content can be access even when using 3G/4G/5G.

8. Incidents and response

Where a student misuses the school’s ICT systems or internet, we will follow the procedures
set out in our Safeguarding and Child Protection Policy and Behaviour of Students Policy.
The action taken will depend on the individual circumstances, nature and seriousness of the
specific incident, and will be proportionate.

The DSL will be informed of any online safety incidents involving Safeguarding or Child
Protection concerns and will record these issues in line with our Safeguarding and Child
Protection policies. The DSL will ensure that online safety concerns are escalated and
reported to relevant agencies in line with the Hampshire Safeguarding Children’s Board
thresholds and procedures. The DSL will inform parents of online safety incidents or concerns
involving their child, as and when required.

9. Training

All new staff members will receive training, as part of their induction, on safe internet use
and online safeguarding issues, including cyber-bullying and the risks of online radicalisation.

All staff members and volunteers will receive refresher training at least once each academic
year as part of safeguarding training, as well as relevant updates as required (through emails,
training and staff meetings).

The DSL and DDSLs will undertake child protection and safeguarding training, which will
include online safety, at least every 2 years. They will also update their knowledge and skills
on the subject of online safety at regular intervals, and at least annually.

Trustees will receive training on safe internet use and online safeguarding issues as part of
their safeguarding training.

10. Monitoring arrangements

Technology in this area evolves and changes rapidly, so this policy will be reviewed on an
annual basis. The policy will also be revised following any local or national changes to policy
and procedure, any child protection concerns and/or changes to the School’s technical
infrastructure. Internet use is always recorded and regularly monitored, and we will continue
to evaluate the School’s digital safety mechanisms to ensure this policy is consistently
applied. The Designated Safeguarding Lead will be informed of digital safety concerns, as
appropriate. The Designated Safeguarding Liaison Trustees will report to the Board of
Trustees on online safety practice and incidents, including outcomes, a regular basis. Any
issues identified via monitoring will inform our action planning
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This policy will be reviewed every year by the DSL and the other Co-Chair of the SMC and
the IT Administrator. At every review, the policy will be shared with the Trustees. The review
will be supported by an annual risk assessment that considers and reflects the risks students

face online. This is important because technology, and the risks and harms related to it, evolve
and change rapidly.
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